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School of Informatics and Engineering
Cyber and Information Security Master’s Program

Curriculum

Name of education program
Cyber and Information Security
Higher ecademic education level
Master’s

Qualifications to be granted
Master of Cybersecurity

Head of the program

Heads of the program — Anastasia Bajiashvili, Akaki Shekeladze

Detailed information about the qualifications and scientific and teaching activities of the program headbl is
provided in the attached files.
Program structure

The Master’s Program is built on the basis of the ECTS system. To obtain a qualification, a Master student must
accumulate 120 credits within the framework of the Master educational program, which is the sum of the credits
of the core and elective educational components, with content corresponding to the main field of study, and free
credits.

Educational components are presented in the amount of 120 credits, including:
- Core components of the main field of study - 75 credits;

- Elective components of the main field of study - 25 credits;
- Research component - 20 credits.

During the year, a student accumulates 60 credits, i.e. 30 credits per semester, although depending on the
student's individual workload, the number of credits per year may be less or more than 60 credits, but no more
than 75 credits.

The program includes 10 free credits, which the student may earn within the elective course framework. These
credits can be obtained through courses offered within the current program, from other academic programs of
the same level at the School of Informatics and Engineering or Georgian-American University, from accredited
academic programs of the same level at other higher education institutions in Georgia, or from academic programs
of the same level at foreign higher education institutions, provided that the credits are recognized in accordance
with Georgian legislation.
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Language of instruction
English
The Goals of the program

The aim of the master’s program is to prepare a highly responsible specialist aligned with modern requirements,
who:
1. Describes the fundamental concepts, theories, methods, and tools in cybersecurity within ICTs, as well as

technological solutions and international practices used in the field;

2. Based on the analysis, synthesis, and evaluation of information, is capable of practically conducting
activities in the field of cybersecurity within ICTs — including maintaining the resilience of information
security, identifying cyber risks, and effectively planning and managing resources in a multidisciplinary
context;

3. Independently conducts scientific-research activities in the field of cybersecurity within ICTs using
relevant research methods, and engages in public discourse with reasoned arguments while upholding
academic integrity and ethical norms; evaluates the professional development needs of themselves and
their teams and contributes to the development of the field;

4. Makes independent decisions in addressing problems in cybersecurity within ICTs, based on the
principles of confidentiality, integrity, and availability.

Prerequisite for addmition to the program

The master's program is intended for individuals who have already obtained higher education in a relevant field
related to Information and Communication Technologies (ICTs) and wish to deepen their knowledge in the area
of cyber and information security. Accordingly, the necessary prerequisites for enrollment in the Master’s
Program are:

e Bachelor's degree or equivalent academic degree;

e Successfully passing the unified masters exams;
e Passing the internal university procedure, which consists of the following stages:

o Documentation analysis - at this stage, the general application form developed by the university
is filled out, which includes an assessment of the applicant's professional biography;

o Passing the exam in English (B2 level) - applicants who present a certificate confirming the
relevant qualification (TOEFEL, IELTS) or have completed a bachelor's or postgraduate
educational program in English will be exempted from the exam;

o Interview/exam in the specialty* - the purpose of which is to assess the applicant's knowledge in
the IT field.

* Exam questions in the specialty will be posted in advance on the university website.
Field of employment

A master's degree holder can successfully find employment in all local or international organizations whose
activities are related to ensuring and managing cyber and information security.

A Master in Cybersecurity may be employed in the following positions:
- Cybersecurity Analyst;
- Information Security Manager;
- Network Security Engineer;
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- Data Protection Officer (DPO);
- Security Auditor;

- Ethical Hacker;

- Security Consultant;

- Security Software Architect;

- and others.

Opportunity to continue studies

A graduate of the Master's Program in Cyber and Informaiton Security is eligible to continue their studies at the
doctoral level at a higher education institution in Georgia or abroad, provided that the doctoral program does
not require a master’s degree in a different specific field as a prerequisite.

Learning outcomes

Upon successful completion of the program, graduate:

1. Provides in-depth explanations of cybersecurity concepts, theories, methods, tools, techniques, and
international practices within ICTs; monitors and implements industry developments.

2. Develops strategic and operational cybersecurity documentation; identifies information security
management system challenges and communicates with senior management;

3. Designs technological solutions for cybersecurity resilience, defines implementation, monitoring, and
evaluation mechanisms, and manages workgroups effectively, considering risk factors and efficient use of
resources;

4. Independently conducts research in cybersecurity with academic integrity; presents well-supported
conclusions to both academic and professional communities, contributing to the field’s advancement
within a multidisciplinary framework.

5. Makes independent decisions in addressing cybersecurity challenges, considering principles of
confidentiality, integrity, availability, and ethical/professional standards;

6. Evaluates and defines both personal and team members’ professional and career development needs

Teaching-learning methods and relevant activities

Lecture

Seminar (Group work),

Practical Work,

Homework /Abstract;

Teaching with electronic resources,

Master Thesis and others.

Academic and invited staff may use one or more methods listed above or any other method based on tasks of a
specific course. Specific teaching-learning methods are indicated in the syllabus* of the relevant course.

* Syllabuses include consultation time that will be individually agreed with each teacher by the program head and communicated to
students.

Assessment system

Receiving/accumulating credits in the relevant educational component by the student assumes active
participation in the teaching process and is based on the principle of continuous evaluation of acquired knowledge.
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The level of achievement of learning outcomes is assessed in accordance with the assessment system approved
by the Order No. 3 of the Minister of Education and Science of Georgia of January 5, 2007, “About the Rules for
Calculating Credits in Higher Education Programs.”

Assessment of the level of achievement of learning outcomes includes assessment forms - intermediate and final
assessment, the sum of which represents the final assessment - 100 points.

Assessment forms include an assessment component/components that determine the way to assess the student's
knowledge/awareness and/or ability and/or autonomy/responsibility (verbal/written exam, verbal/written quiz,
practical/theoretical work, homework, etc.). Assessment components combine assessment methods (test,
presentation, etc.). The assessment method is measured by assessment criteria.

Each form and component of the assessment has a specific share of the total assessment score (100), which is
reflected in the specific syllabus.

Each assessment form has a minimum competence threshold - at least 25 points for the intermediate assessment,
at least 16 points for the final assessment.

A minimum competency threshold may also be set for the assessment component(s), which will be detailed in the
course syllabus.

Credit cannot be awarded using only one form of assessment. Credit is awarded to the student in case of a positive
assessment.

Program’s educational components’ assessment system:
A. The system has 5 types of Positive Assessment:

a) Excellent —91-100 points
b) Very Good —81-90 points
¢) Good - 71-80 points

d) Satisfactory —61-70 points
e) Sufficient —51-60 points

B. 2 types of Negative Assessment:
a) (FX) Did not pass - 41-50 points, which means that the student needs more work in order to pass and,
with independent work, is given the right to take the additional exam once
b) (F) Failed - 40 points and less, which means that the work done by the student is insufficient, and they
have to retake the course/subject.

To determine a student's final ranking and to encourage them, a cumulative grade point average (GPA) is
calculated at the end of the learning process. The cumulative grade point average is calculated as follows: the
quantitative indicator of the grade received by the student in each course of study is multiplied by the number of
credits allocated for that course of study, and then the total sum of these numbers is divided by the number of
credits accumulated by the student.

The research component of the Master’s degree program (the completion and defense of the master thesis) must
be assessed in the same or the following semester in which the student completes the work. The research
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component includes research and practical aspects, this component is completed in the field of Constratction
engineering and is assessed once (with a final assessment).

Resources available for program implementation

Material resources:

Human

Space requiredby legislation (teaching and auxiliary);

Classes equipped with appropriate equipment, conference rooms, academic staff work rooms, and space
for administration;

Uninterrupted electricity supply system;

Bathrooms;

Natural lighting;

Heating facilities;

Fire safety mechanisms and fire-fighting equipment;

Evacuation plan;

Medical assistance mechanisms (medical office);

Mechanisms for maintaining order (university protection);

Adequate number of computers and access to the Internet;

A library equipped with textbooks appropriate to the educational programs and modern information and
communication technologies;

Resources:

Academic staff is selected in accordance with Georgian legislation and taking into account their
qualifications.

People with appropriate qualifications, practical experience and scientific degrees are invited to the
university as researchers and lecturers.



Map of the goals and outcomes of the Master’s Program in Cyber and Inforamtion Security
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1. 8madBomL 0bs8g0Mmm3g Bmmbmabgdal dgLsdsdoln, Bomamao 3sbybaldggdammonl 8gmbg L3gEnsmob@n,
Mm3ymois smhamb ICTs-do 300gMYLasmnbmyxdal dodsmmymadoo doMmomse 3MbEaBENgdL, 0gmmogodl,
9700megoL, sbg37 98 bLzghmdo gedmygbgdym 0bLEMYBI6BIOL, BIJbmmmanYM gowsHy3zBnmaogdolLs s
Logmosdmmabim 3Mad@nlgol;

1. To prepare a highly responsible specialist aligned with modern requirements, who describes the fundamental
concepts, theories, methods, and tools in cybersecurity within ICTs, as well as technological solutions and international
practices used in the field;

2. dmodbomb ;86587c0Mm3] dmonbm3bgoals 8gLedsdaln, smama 3sbnboldggdommdnl dgmbg b3gnomabdo,
Mmoo 06xzmmdsEnol sbagobals, Lnbogbobs s 8gisLgdal bLoyd3zgmBg dgdmydl ICTs-do
300907LoxmMNbmMYdol 80dsmoymydno bogdnsbmodal 3Mod@nsnmo Homdsmmasl, dsc dmmal,
06x3mmM3s301nmo YLosBMnbmgdal dgmomdals dgbsmhnbldsl, 3009M-Maligdol ngb@&nxnEnmydsl,
MgLnmULYdOL IBIIENM ©393035Ls s BoMmm3sl BymeENLoGLN3mMm0byM 3MbEIJLETN;

2. To prepare a highly responsible specialist aligned with modern requirements, who based on the analysis, synthesis,
and evaluation of information, is capable of practically conducting activities in the field of cybersecurity within ICTs —
including maintaining the resilience of information security, identifying cyber risks, and effectively planning and
managing resources in a multidisciplinary context;

3. AmodBomb 86587c0Mmm3] dmonbm3bgoal dgbedsdaln, dsmama 3sbnboldggdmmdal dJmbg b3gEnsmabdo,
Mm3ymo sdmy3nadmsc dgdamgol ICTs-3o 30dxMYLsBMmNbmgdal dndsmmymgdnom LydgxsbogMmm-33emy30m0
b5gd805b6MONlL gobbmmEzngmgdsl omanls AgLsdsdalin 33emg30L 8300mMEI0NL gosdmygbadnom, sMmandgabEnmydyma
5 35350098079M0 390m0MmbnbnbngMgdabs s gongnmo bmMAgdol o300 n8LxIMIOL Lobmasmgdal §nbsdy;
990856700 LysnMsMno s dYblL 3MmBgLoYmMO gdsb3003MJdNL LaFnMmgdgdl s f3mamb dgo@sbl smaonls
39630m5M70000;

3. To prepare a highly responsible specialist aligned with modern requirements, who independently conducts
scientific-research activities in the field of cybersecurity within ICTs using relevant research methods, and engages in
public discourse with reasoned arguments while upholding academic integrity and ethical norms; evaluates the
professional development needs of themselves and their teams and contributes to the development of the field;
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4. 9ms8Bsmb 0sbsdgmm3zg dmambm3bgdol dglodsdolbn, dsmseamo 35Ubolidgadmmdnl dgmbg L3ggnsmal®o,
Mmm3gamog ICTs-30 30d3MYLssMMNbmgdal dndsmomymgdno 3Mmdmgdgdal gosgmalbal, nmgdl sdmnlngdgm
89059Yy33@0amM7090L 06xMMIsE00l 3MBBNEIBENSMMONL, Fornsbmonls s BgmaoLshzcomadmodnl
3M0b303300L gomzsmabfnbgdoo; X X

4. To prepare a highly responsible specialist alighed with modern requirements, who makes independent decisions in
addressing problems in cybersecurity within ICTs, based on the principles of confidentiality, integrity, and availability.

Below each core course for passing the Master's Program is presented in relation to the program outcomes, showing which course leads to which
outcome with indication of the corresponding level.

The Courses are broken down into three levels:
a) Inroduction Courses (I-Introduction)
b) Development Courses (D -Development)
c) Mastering Courses (M - Mastering).

An indicator of one of the levels is specified in the intersection of the course and the outcome - 1, D or M.

# Core Components 9700930 9300930 9300930 9300930 9300930 9700930
domoomon Labszmm 3mI3mbg6&g00 Outcome | Outcome | Outcome 3 | Outcome | Outcome5 | Outcome
1 2 4 6
1 bgdgLEMman/ Semester
1 | Network Defense/ Jlgmol pbsammbmgds I I
2| Operation System Security/ m3gMsE0nmo bobEgdal beammbmgds I I
3 Digital Project Management/ go&3Mymo 3Mhmyd@&aonl dsmo3s I
4 Principles of Cyber Security/ 3003M1bosxmmnbmadals 3Mnbin3gdn I
5 Math in Cybersecurity/ 85385030 3003M1bsxzMnbmgydsdn I
Il bgdgLEmo/ Semester
6 Management Systems and Operational Risks/ dsMm3al bEsbwsM@J0o0 s Mm3gmazonmoa Mali3gdn I I
7 | DevSecOps/cg3bg3m3lbn I I D
Cloud and Al Security Practices/ mfMdamm3060 s bgmm3bamo 06@gmad@ob nbosxmmbmadnl | |
3Mod®03900
9 Ethical Hacking and Penetration Testing/ g;o3nMo 3530680 o 83m§g30mdal §abGomMads I I D
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10 Algorithms and Data Structures / segngmfMoc3300 s 8mbsgdoms bEBMmYIGMgdn
111 bydgL& Mo/ Semester
11 | Threat Hunting and Cyber Threat Intelligence/ 3003 LoxMMbggdoL sbomoBn3s
12 Security Operations / o@mobmgdol m3gMmazngdo
13 | Incident Response and Digital Forensics/ 06300036@&30%7 hgsgntgds s goBmymoa 33u3gMG0bs D
14 Python in Cybersecurity/ 3000mbo 3009M1boxgMnbmydsdn
IV bgdgb®Mmo/ Semester
15 | cybersecurity Law and Compliance/ 30036 badshosmo s 3gbsdsdabmds M
16 | Master Thesis / bs8sgnb&Mmm 6s3MmAn M

Annex 1: Program Academic Plan
Annex 2: CV-s of Heads of Program




